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Recap: Condition Testing
+ Simple or (basic) Condition Testing:

» Test cases make each atomic condition to have both
T and F values

* Example: if (a>10 && b@)‘/
= The following test ,u&s would achieve basic

condition cover%
= a=15, b=30
» a=5, b=60

- Does basic condition coverage subsume decision
coverage?



Condition Testing

» Condition/decision coverage:

» Each atomic condition made to assume
both Tand F values%/

= Decisions are alsg’made to get Tan F

values

* Multiple condition coverage (MCC):

= Atomic conditions made to assume all
possible combinations of truth values



MCC

- Test cases make Conditions to assume
all possible combinations of truth
values.

- Consider: if (a II&@ c) then ..
Test § -
Exponential in

(1)
@)
the number of
basic conditions

(3)
(4)
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(6)
(7)
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Shortcomings of Condition Testing
» Redundancy of test cases: Condition

evaluation could be compiler-
dependent:

= Short circuit eval@ of conditions

» Coverage maysg Unachievable:
Possible dependencies among variables:

» Example: ((chr=="A")||(chr=="E ")) can
not both be true at the same time



Short-circuit Evaluation

* if(a>30 && b<50)...
- If a>30is FALSE co ler need not

evaluate (b<b0) «Q/

- Similarly, |f(éO || b<50)...

* If @>30 is TRUE compiler need not
evaluate (b<50)



Multiple Condition Coverage
* Consider a Boolean expression

having h components:
=*For condition cov@é we require 2"

test cases.

= Therefore %:Tucal only if n (the
number of component conditions) is
small ( two or three).



Compound conditions: Exponential complexity
(@1l b)&&c) |l d) && e

Test a b ¢ d

Case 25=32
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Modified Condition/Decision Coverage (MC/DC)
* Motivation: Effectively test important
combinations of conditions, without
exponential blowup to test suite size:

= "Important” combinatio eans Each basic
condition shown to in <€¢p ently affect the
outcome of each d

* Requires: $20) v (B>5) A (C<100)) .
= For each basu: condition ¢, two test cases

= Values of all evaluated conditions except ¢
remain the same

= Compound condition as a whole evaluates to
true for one and false for the other



» N Test Coverage Criteria
Condition/Decision Coverage

= Condition: true, false. Subsumption hierarchy
= Decision: true, false. ‘MCC ‘
Multiple Condition coverage (MCC)
= all possible combma’rlons of l
condition outcomes ina d @ ‘MC/DC ‘

» for a decision with n co
2" test cases are re

‘Condiﬂon/ Decision

Modified | on/Decusuon '
coverage (MC/ DC) l

= Bug-detection effectiveness Decision
almost similar to MCC I

= Number of test cases linear in the Statement
humber of basic conditions.




What is MC/DC?
+ MC/DC stands for Modified Condition /
Decision Coverage

» It is a condition coverage technique

- Main idea: E

ondition must be
shown to independently affect the
outcome of a decision.

= The outcome of a decision changes as a
result of changing a single condition.

= Condition: A’romic@%ns In expression.
= Decision: Co&’r program flow.




Three Requirements in MC/DC

Requirement 1:

. Every decision in a program must take T/F
values.

Requi t 2 ,&\/
equirement 2:

. Every condition in&h decision must take T/F

values.
Requirement 3:

. Each condition in a decision should independently
affect the decision's outcome.



MC/DC Requirement 1

. The decision is made to take both
T/F values.

If (( a>10 ) && (( bs&& (¢==0))) then
f

)
1'r'ue/ ™

false

« This is as in Branch coverage.



MC/DC Requirement 2

. Test cases make every condition in the
decision to evaluate to both T and F at
least once.

If ( | (a>10)

/0

true false true false

)) then..
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MC/DC Requirement 3

. Every condition in the decision independently
affects the decision's outcome.

If ( (a>10) && (( b<50) Il (c==0))| ) then..

AV

true false 'rr'ue « false

If ( (ja>30|) && ( (lc==0)))) then..
' ]
true True false false

If ( (@>50) && ((b<50) || (|c==0)) )) then.

!

true false true false
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MC/DC: Another Example

N+1 test cases required for N basic conditions
Example:

((((a>10 || b<50) && c==0) || d<5) && e==10)

Test a>10 b<b0 c== ==10 outcome
Case
(1) true false  true & true true

frue
(2) false true tru alse true true
(3) true false f Q true true true
(6) true false false false false
(11) true false Ise false true false
(13) false false true false true false

Underlined values independently affect the output of the
decision




Creating MC/DC test cases
. Create truth table for conditions.

« Extend the truth table to represent test case pair
that lead to show the independence influence of

each condition.
%hén D

Example : If ( A and
Test A O RS S - Show independence of A

Case case case - Take 1 + 3

Number pair  pair

for A for B [T independence of B :
1 T T T 3 2 - Take 1 + 2
2 T F F 1 = Resulting test cases are
3 F T F 1 -1+2+3
4 |F F|F 7




Another Example
If( (A v B)AOC)..

A B C |Result| A B C | Mc/bC
1111 ] 1 Q>/ % | *
2 1 1 0
3101 & % % ;kk
4 0 1 1§1 % *
5 1 0 0 0
6 0 1 0 0
7lolo | 1] o | x| &« *
8 0 0 0 0




Minimal Set Example
If (A and (B or C)) then..

A Ta b 2| Wewant to
determine the
TTT T 5 INIMAL set of
TTF 6 |4 & Les‘r .cases
- ere:
3 «{2,3,4,6)}
1 ’{2,3,4,7}

TFT
TFF

2

3 Non-minimal set is:
{1,2,3,45}

FTT
FTF
FFT
FFF

OINOR A DWW N =
M M MM M| - -




Critique
- MC/DC criterion is

MCC
stronger than
co.ndl‘r.lon/decusmn COQ\t/Qr}lge T
criterion, «
Qe | Condition/Decision
= but the numbe st cases to l
achieve the MC/DC criterions __
: : : Decision
still linear in the number of l

conditions n in the decisions. Statement




MC/DC: Summary
* MC/DC essentially is :

= basic condition coverage (C)

= branch coverage (DC)

= plus one additional condi'riogw

every condition must ind htly affect the
decision’s output

- Tt is subsumed b and subsumes all other
criteria discussed so far

= stronger than statement and branch coverage

* A good balance of thoroughness and test size
and therefore widely used...
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Path Coverage

* Design test cases such that:

= All linearly indepe%n'r paths in
the program ar&@ecu'red at least

once.

&
- Defined in ’reéms of

= Control flow graph (CFG) of a
program.



Path Coverage-Based Testing
* To understand the path coverage-
based testing:

= We need to learn hoz@r‘aw control

flow graph of a pr

» A control flow@ph (CFG) describes:

* The sequence ih which different
instructions of a program get executed.

= The way control flows through the
program.



How to Draw Control Flow Graph?
* Number all statements of a program.
* Numbered statements:

= Represent nodes of ol flow graph.

* Draw an edge f ne node to another

node: é

*If execution of the statement
representing the first node can result

in transfer of control to the other
nhode.



Example

int f1(int x,int yX
1 while (x != yX

2 if (x>y) theh\V
3 x=>Q//§?/
4 else y%—x:

5 }

6 return x; }




Example Control Flow Graph




How to Draw Control flow Graph?
- Every program is composed of:

= Sequence

= Selection &Q/

» Tteration Q

- Tf we know '@v to draw CFG
corresponding these basic

statements:
= We can draw CFG for any program.




How to Draw Control flow Graph?

- Sequence:

=1 a=h; .
=2 b=a*b-1; &

X




How to Draw Control Flow Graph?

- Selection:

= 1 if(a>b) then
! &
= 3 else %Q \

" 4 c=c*c;




How to Draw Control Flow Graph?

- Iteration:

= 1 while(a>b){

"2 b=b*a;
= 3
=4 c=b+d;

A

X

o

< 9/



Path
* A path through a program:

*A node and edge sequence from
the starting n o a terminal

node of th@m‘rol flow graph.

= There may be several terminal
nodes for program.



All Path Criterion

* In the presence of loops, the
number paths can become extremely

large: ,&\/
* This makes cgaw‘h testing impractical



Linearly Independent Paths

« A path is said to be a linear combination of paths

pl, ..., pn
= TIf there are infegers al, ..., an suchh%pziaipi (ai could be negative,

zero, or positive) %
« A set of paths is linear|Y indepehdent if no path in the set is

a linear combination ,0 y other paths in the set

= A linearly independent path is any path through the
program (“comp h") that intfroduces at least one new
edge that is not ihkgluded in any other linearly independent
paths.

08/10/1003/08/10



Linearly Independent Path

* Any path ’rhrough the
program Tha’r

-In‘rroduceé@rﬂ‘eas‘r onhe hew

edge:

*Not included in any other
independent paths.



Independent path
» It is straight forward:

*To identify IinearWdependen’r
paths of S|mp| grams.

* For comphdﬁd programs:

=Tt is not easy to determine the
number of independent paths.



McCabe's Cyclomatic Metric
* An upper bound:

*For the number of linearly
independent pat program

* Provides a p@cal way of
determining:

* The maximum number of test cases
required for basis path testing.



McCabe's Cyclomatic Metric

» Given a control flow graph G,
cyclomatic complexity, V(G):

= V(6)= E-N+Q&
*N is the number of nodes in G

* E is the number of edges in G



Example Control Flow Graph

Cyclomatic
mplexity =
7-6+2 = 3.




Cyclomatic Complexity

* Another way of computing
cyclomatic complexity:

="inspect control flowngraph

sdetermine numbﬁ( bounded areas
in the graph

» V(G) = Total Aumber of bounded

areas + 1

= Any region enclosed by a nodes and edge
sequence.



Example Control Flow Graph




Example

* From a visual examination of
the CFG:

*Number of ?gﬁn%/d areas is 2.

-Cyclomcm mplexity = 2+1=3.



Cyclomatic Complexity

* McCabe's metric provides:

* A quantitative mea%l*r'(e of testing
difficulty and t Q/ fability

* Intuitively,

= Number ofﬁmded areas increases
with the number of decision nodes
and loops.



Cyclomatic Complexity
* The first method of computing
V(G) is amenable to auTomaTuon:

=You can write dg%gmm which
determine number of nodes
and edges of a graph

=Applies the formula to find V(G).



Cyclomatic Complexity

* The cyclomatic complexity of a
program provides:

= A lower bound&q%lﬁe number of

test cases @e designed

= To guarantee coverage of all
linearly independent paths.



Cyclomatic Complexity

» Knowing the number of test
cases required:

*Does not make&ny easier 1o

derive the £T cases,

*Only gives an indication of the
minimum number of test cases
required.



Practical Path Testing

» The tester proposes initial set of
test data :

=Using his experig@ﬁd judgment.
* A dynamic proga analyzer used:
= Measures which parts of the program

have been tested

= Result used to determine when to
stop testing.



Derivation of Test Cases

* Draw control flow graph.

» Determine V(6).

* Determine the s,&'\%'f linearly
independent

* Prepare ’resﬁs:

= Force execution along each path.

*Not practical for larger programs.



Example

int f1(int x,int yX
1 while (x 1= yX

2 if (x>y) m%\/
3

4 else y%

5 }
6 return x; }




Example Control Flow Diagram




Derivation of Test Cases
* Number of independent paths: 3
=1 6 test case (x>1, y=1)
-1,2,3,5,1,6Q§‘|- case(x=1, y=2)
-1,2,4,5,1,§’res‘r case(x=2, y=1)



An Interesting Application of
Cyclomatic Complexity

* Relationship exists between:
«McCabe's metpie vV

*The number{gf errors existing
in the co

*The time required to find and
correct the errors.



Cyclomatic Complexity

» Cyclomatic complexity of a

program: "

"Also indicafaﬁ%psychological
complexi’rg a program.

=Difficulty level of
understanding the program.



Cyclomatic Complexity

* From maintenance perspective,
=*Limit cyclomatic complexity of

modules Q>/

- To some reasz value.

*Good sof‘rw&é development
organizations:

»Restrict cyclomatic complexity of
functions to a maximum of ten or so.



Da’raflo% and
Mutati Qfes'ring

%
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White Box Testing: Quiz
. What do you mean by coverage-based
testing?

. What are the different types of
coverage based testing:

. How is a specifj ,&vemge-based

testing carr@ ut?
. What do you understand by fault-
based testing?

. Give an example of fault-based
testing?



White-Box Testing : Recap

wea kest statement

coverage

/\b>

condition ranch

coverage (op W)
oye

branch®anthcondition
(or c ion ¥decision)

Practically pie

important [ odified condition / i"(%ﬁpgggies";ag%h
coverage S cision coverage coverage

techniques |~ — — == N, _m_L -
multiple- condition

coverage

strongest All path

coverage
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Data Flow-Based Testing
» Selects test paThs of a

program:

-Accordm@ﬁwe locations of

*Definitions and uses of
different variables in a program.



1 XA

2

int a=5; /* Defines variable a */

3 While(c>5) {

4

5
6

7

if (d<50) Q/
b=a*;,Q /*Uses variable a */

aza-N Defines variable a */

}

print(a); } /*Uses variable a */



Data Flow-Based Testing
* For a statement numbered S,

= DEF(S) = {X/statement S contains a

definition of X} Q/
= USES(S)- {X/s@ﬂen‘r S contains a use

of X} é

= Example: 1: a=b; DEF(1)={a}, USES(1)={b}.

» Example: 2: a=a+b; DEF(1)={a},
USES(1)={a,b}.



Data Flow-Based Testing

- A variable X is said to be live
at statement S1, (/

= X is definedQ"& statement S:

*There exis%a path from S to
S1 not containing any definition
of X.



DU Chain Example
I XK

2 int a=b; /* Defines variable a */

3 While(¥>D) {
4 if (d\g &Q/
b=a* *Uses variable a */

a=a-1; /* Defines variable a */

}

print(a); } /*Uses variable a */

0O N O Ol



Definition-use chain (DU chain)
- [X,5,51],

=S and S1 are statement numbers,
=X in DEF(S) Q&
=X in USES(SY), and

=the definition of X in the statement
S is live at statement S1.



Data Flow-Based Testing

* One simple data flow testing
strategy:

= Every DU chain in @\o’gmm be

covered at leas ’Sﬂ

» Data flow Te strategies:

= Useful for selecting test paths of a
program containing nested if and loop
statements.



Data Flow-Based Testing
* 1T X(X

-2 Bl; /* Defines variable a */
+3 While(C1){

e &

if($4; /*Uses variable a */
else Bb;

5
6

-7 else if (C3) B2;
8 else B3; }
9 B6}



Data Flow-Based Testing
* [a,1,5]: a DU chain.

« Assume.
= DEF(X) = {B], Bz&@f B5}

» USES(X) = {BéQB, B4 BH, B6}
» There are 25 DU chains.

* However only 5 paths are needed to
cover these chains.



Mu‘raﬁg&{‘%sﬁng
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Mutation Testing
- In this, software is first tested:

= Using an initial test suite designed using
white-box strategies {e/\al}eady discussed.

- After the initial tes complete,

= Mutation testiaghs taken up.
* The idea behind mutation testing:

= Make a few arbitrary small changes to a
program at a time.



Main Idea

» Insert faults into a program:

»Check whethe & test suite is

able to deT hese.

» This eiTher validates or
invalidates the test suite.



Mutation Testing Terminology
* Each time the program is
changed: \/
&
"It is calle@gmu’rated program

*The change is called a mutant.



Mutation Testing
* A mutated program:

» Tested against the full test suite of

the program. Q>/

* ITf there exist & least one test
case in the ’rﬁ suite for which:

= A mutant gives an incorrect result,

» Then the mutant is said to be dead.



Mutation Testing

- Tf a mutant remains alive:

» Even after all test cases have been
exhausted,

* The test suite is en@(d to kill the
mutant.

* The process of éﬂflon and killing of
mutants:

= Can be automated by predefining a set of
primitive changes that can be applied to
the program.



Mutation Testing
» Example primitive changes to a
program:

*Deleting a s’r&&&n’r
=Altering am}l’rhme’nc operator,
*Changing the value of a constant,

*Changing a data type, etc.



Traditional Mutation Operators
* Deletion of a statement

* Boolean:
* Replacement of a statement with another

eg. == and >=, :(;Q/\(

* Replacement of ootean expressions with
true or false a || b with true

* Replacement of‘arithmetic
eg. *and +, / and -

+ Replacement of a variable (ensuring same
scope/type)



Underlying Hypotheses

* Mutation testing is based on the
following two hypotheses:

" The Compe’rent@{ammer
Hypothesis Q
* The CoupliﬁEffch

Both of these were proposed by DeMillo
et al. 1978




The Competent Programmer
Hypothesis

* Programmers create programs that

are close to beinwrec‘r:

-Differ from fhe‘correct program by
some simp rors.



The Coupling Effect

* Complex errors are caused due
to several simpl \errors.

- Tt ’rherefor@,&‘fices to check
for the préénce of the simple
errors



The Mutation Process

If program is
not e;ror;;fr'ee,
IX i
Create
Mutants

N 1

Mutant

Mu MU

New Test
Tests K Cases

Mutants sthat
urtantg®rnart are :

Ki |2§STS are Mutants?

Dead
Mutants




Equivalent Mutants
» There may be surviving mutants that
cannot be killed,

= These are called Equivalent Mutants
- Although synTacTicall@(ﬁaran‘r:
= These mutants are in&i guishable through
testing.
* Therefore hav Qbe checked 'by hand’

while. .. while. ..

|++ [++

if (i==5) if (i>=5)




Disadvantages of Mutation Testing
» Equivalent mutants

» Computationally very expensive.

= A large number oj@zible mutants can

be generated. Q

» Certain Typesﬁfaul’rs are very
difficult to inject.

= Only simple syntactic faults introduced



Quiz 1

» Identify one advantage and one
disadvantage of T{e/mu’ra’rion
test Techniqua&

X



Quiz 1: Solution

» Identify two advantages and two
disadvantages of the mutation test
technique.

+ Adv: «Q/\/

= Can be automated
= Helps effectively ﬁrang‘rhen black box and coverage-
based test suite

 Disadv:

= Equivalent mutants



InTegr'Q}fon
T '%'mg
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Integration Testing Approaches

. Develop the integration plan by
examining the structure chart :

- big bang approach @,

- top-down approac

- bottom-up apprdgch
- mixed appro @



Example Structured Design




Example Structured Design
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Big bang Integration Testing

. Big bang approach is the simplest
infegration testing approach:

all the modules ar@i@ply put

together and te

this techniqu ed only for
very small ms.



Big bang Integration Testing

 Main problems with this approach:
o If anerroris found:
» It is very difficu Mize the error

+ The error mayspotentially belong to any
of the mod eing integrated.

o Debugging becomes very expensive.



Bottom-up Integration Testing

 Integrate and test the bottom level
modules first.

. A disadvantage of I}{ﬁ@}\n-/up testing:

When the systepmwis made up of a large number

of small subsy S.
This ex’rr'emée corresponds to the big

bang approach:



Bottom-up testing




